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Sudipta Biswas 

Sr. Consultant and Lead Auditor CQI and IRCA Certified ISO 27001, ISO 27701, ISO 22301, GDPR, 

Cyber Security 

General Overview: 

Sudipta Biswas is in the field of Information Technology & Information 

Security for a period of over 36 Years with expertise in Information 

Security Management, Information Security Audit, Networking, ERP 

Implementation, System Administration, and Database Management. 

He has served as CIO & ISSO of BHEL, a Maharatna Public Sector 

Undertaking Company with more than 10 Manufacturing Units and 100 

Project installations across the Country. As an expert in Information 

Systems Security and Audit, he has led information security & systems 

audit programs across the organization, and has established strong 

policies and procedures with a holistic view on people, process and 

technology, focusing on information security, data protection, privacy, 

incident management and audit programs. 

Skill Set: 

• Leveraging Technology for Business Process Integration 

• Maximizing Business Value of IT 

• Adoption of new Technologies to create business impact 

• IT Strategy & Road map creation 

• ERP Implementation 

• ISO 27001 Lead Auditor 

• ISO 27701 Lead Auditor 

• ISO 22301 Lead Audior 

• Information Security Consultancy 

• ISMS(ISO 27001),BCMS(ISO 22301),GDPR Consultancy 

• Information & Cyber Security Audit, Training & Implementation. 

• Implementing key IT initiatives across the Organization. 

• IT – Infrastructure and Operation Management 

Credential as Auditor: 

• Empanelled ISO 27001 Auditor of IRQS : Jan 2022- Present ( 2 Months +) 

• Empanelled ISO 27001 Auditor of BSCIC : Oct 2021- Present    (5 Months +) 

• Empanelled ISO 27701 Auditor of BSI: Sep 2019 - Present (2 year 5 months +) 

• Empanelled ISO 27001 Auditor of BSI: Apr 2018 - Present (3 years 10 month +) 

• IRCA Certificated ISO 27001:2013 Auditor: (Certificate No: 6032402) 
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Certification: 

• Certified Information Security Lead Auditor( ISO 27001) - STQC 

• Certified Information Security Professional(CISP) - STQC 

• Certified Internal Information Security Auditor(CIISA) - STQC 

• Certified Ethical Hacker(CEH) – STQC 

• CQI and IRCA Certified BCMS ISO 22301:2019 Lead Auditor   

 (Business Continuity Management Systems) Certification - BSI 

Cyber Security Strategist Certification Program – Data Security Council of India Batch01/09/2020/216 

Membership: 

Member of the EC-Council Global Advisory Board for CEH (Certified Ethical Hacker). 

EC-Council Oct 2019 - Present (2 year 5 months +) 

Data Security Council of India 

Work Experience: 

Vice President & CISO 

Feb 2017 - Present (5 years 1 months +) 

Head of Consulting & Information Security Vertical  

Prime Infoserv 

Director & CISO 

ApON Innovative Solutions, Pune 

Jun 2016 - Jan 2017 (8 months) 

ApON an Expert & Knowledge Service Enterprise, assists businesses in taking technology related 

decisions in areas of IoT, machine learning, procurement internalization of IT products, services, partner 

selection, IT planning, Design, Architecture, ERP, Infrastructure, Information Security, Enhancing 

Application, Unlimiting ERP SAP/Oracle, Analytics, Cloud, Mobility, Collaboration, Datacentre migration, IT 

Audit, on-going support, out-sourcing etc. for business growth. Domains include: Automotive, Auto 

Components, Engineering, Metal, Mining, Power, Consumer Durable, Engineering Projects, EPC, and 

Polyester Yarn and Process industries. 

 

CIO & ISSO 
Bharat Heavy Electricals Limited 
June 2006 - May 2016 (10 years) 
IT Visionary & Part of Top Management team responsible for IT Department which includes Planning & 
Budgeting, IT Strategy and Road map, Ensuring ROI, IT Operation, Network Management, Database 
Management, System Administration, Application Development, ERP Implementation, IT Service Delivery, 
People Development, Succession planning, Business Process Re-Engineering, Adoption of new 
Technologies to create business impact, Business Continuity Planning & Information Security. 
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Head (IT , Systems) & ISSO at BHEL ,Power Sector , ER 

Bharat Heavy Electricals Limited, Aug 1984 - May 2006 (21 years 10 months) 

Designing of IT infrastructure and technical operation spreading after proper business analysis including 

end-user computing, branch computing and back-end core computing 

• Develop and lead the IT team of BHEL. 

• Formulate and enforce IT strategy, policy and procedures 

• Prepare annual IT budget 

• Evaluation and adoption of state-of-the-art relevant technology 

• Provide relevant inputs to enable the Top Management to take decisions 

• Assume overall ownership and management of the IT projects and on-going support services 

• Ensure vendor development, engagement and management 

• Control and monitor the outsourced services 

• Procure and manage IT assets 

• Facility Management 

• Change Management 

• Ascertain security requirements as and when required 

• Ensure continuity of IT services for business continuity 

• Implementation of Disaster Recovery using Oracle Data guard. 

• Implementation of Gigabit Network 

• IT – Infrastructure and Operation Management 

• Installation & Maintenance of VSAT at Project Sites. 

• Implementation of Microsoft Active Directory & SCCM. 

• Implementation of Document Management System using Microsoft SharePoint. 

• Implementation of Asset Management System & IT Complain Monitoring System. 

• Implementation of Integrated Site Construction Management System, an Oracle Based Integrated 

Application , across the Organization 

• Implementation of BS 7799 & ISO 27001 across the Organization. 

• Imparting Information Security Training to Stake holders System Engineer 

General Electric 

May 1982 - Aug 1984 (2 years 4 months) 

Programming in Cobol & Payroll Maintenance. 

Engineer 

H L Malhotra & Co, Jun 1980 - May 1982 (2 years)  
Electrical Maintenance 

Academic Credentials: 

Jalpaiguri Govt. Engineering College 

Bachelor of Engineering (B.E.), Electrical Engineering (1974 – 1979) 

NIIT 

Diploma in Computer Application (1984 – 1985) 
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